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Abstract - Detecting SQL injection attacks (SQLIAs) is ending up progressively significant in database-driven 

sites. A large portion of the investigations on SQLIA detection have concentrated on the structured query 

language (SQL) structure at the application level. Yet, those methodologies unavoidably neglects to identify 

those attacks that utilization previously put away methodology and information inside the database framework. 

While most existing techniques tended to towards diminishing the quantity of support vectors, the proposed 

philosophy concentrated on decreasing the quantity of test datapoints that need SVM's assistance in getting 

grouped. The focal thought is to inexact the choice limit of SVM utilizing paired trees. The subsequent tree is a 

half and half tree as in it has both univariate and multivariate (SVM) nodes. The cross breed tree takes SVM's 

assistance just in ordering significant information focuses lying close choice limit; staying less urgent datapoints 

are grouped by quick univariate nodes. 
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I. INTRODUCTION 

 

The rise of huge information has prompted the improvement of elite information stockpiling systems, called 

relational database management systems (RDBMS). Greater part of organizations and associations depend on 

these databases to shield delicate information [1]. Illegal altering or abuse of these information won't just cost 

organizations and associations immense financial misfortunes, yet in addition cause client harms and legitimate 

approvals. While RDBMS gives proficient and efficient capacity of information, its conventional security 

components, in any case, are insufficient to shield from malicious dangers [2]. A significant part of a solid 

security structure ready to ensure delicate information in these databases is an intrusion detection framework 

(IDS). These systems plan to distinguish intrusions as right on time as could reasonably be expected, to 

guarantee that any trade off in respectability of information is accounted for and followed up on.  

 

Research on IDS has been continuing for a considerable length of time, the vast majority of which are works 

concentrated on  system based and host-based IDS. In any case, neither system based nor host-based IDS's can 

recognize malicious conduct at the database level [3]. Malicious attacks explicitly coordinated to the database 

are probably going to be undetectable at the system and working systems level and along these lines, 

imperceptible to the finders on that level. Along these lines, organize based and host-based IDS's are rendered 

futile notwithstanding database-explicit attacks. In accordance with this, irregularity based IDS utilizing 

information mining methodologies are increasing increasingly more consideration in the field of database 

abnormality detection in light of their high intrusion detection exactness, effectiveness, and mechanization 

highlights [4]. A few research works in the field have demonstrated SQL questions to identify database 

inconsistencies; in any case, the majority of them have not considered the intrinsic tree-structure of the SQL 

language syntax. As much as quantities of web applications are expanding, security attacks are likewise 

expanding in parallel way. The security of web application is consistently in danger because of the wide number 

of clients [7]. Many individuals get to web at a given timeframe which makes it simple for attackers to attack 
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[6]. The SQL injection attacks can be performed from numerous points of view like altering the information, 

query manipulation, information extraction and so forth. What's more, this prompts harm and robbery of 

important client's information through unapproved get to. It is overviewed and investigated that for about 92% 

of utilizations we keep running on web are inclined to some type of attack [5]. 

 

Support vector machines (SVMs), being computationally incredible assets for directed learning, are generally 

utilized in classification and regression issues. The methodology is deliberate and roused by statistical learning 

theory (SLT) and Bayesian contentions. The focal thought of SVM classifier is to locate the ideal isolating 

hyper plane among positive and negative models. The ideal hyper plane is characterized as the one giving most 

extreme edge between preparing models that are nearest to the hyperplane. 

 

SVM classifiers have been effectively connected to an assortment of genuine issues like transcribed digits 

classification, molecule distinguishing proof, face acknowledgment, content order and bioinformatics [8]. SVMs 

appreciate preferable speculation over numerous other classification procedures in these applications, yet this 

improved speculation accompanies an expense. SVMs are impressively more slow in testing stage than different 

strategies. This is on the grounds that the computational intricacy of SVM's choice capacity scales regarding the 

quantity of support vectors [9]. Subsequently if the quantity of support vectors is exceptionally huge, SVMs will 

set aside more effort to group another datapoint. Accelerating SVMs in testing stage has been a functioning 

examination zone for just about a decade and numerous arrangements are as of now accessible in literature. 

 

Database intrusion attacks could be extensively sorted into two kinds, contingent upon the passageway. In the 

main sort, malicious clients with advantaged client accounts or bargained client accounts legitimately get to the 

database, and misuse the structured query language (SQL), to collect the information. In the subsequent kind, 

malicious clients in a roundabout way get to the database utilizing the defenselessness of database-driven web 

applications. That is, malicious clients attack the database by changing the first SQL proclamations inside the 

applications, through the client information esteems. This sort of database intrusion is notable as a SQL 

injection attack (SQLIA).For the main kind of database intrusion, the detection of strange practices of clients 

has been greatly examined through the examination of database log. Then again, for the second sort of database 

intrusion, to be specific SQLIA, the detection of malicious client information sources has been considered 

principally through the investigation of inquiries produced inside the web application. mHealth applications are 

thus characterized as programming programs that give wellbeing related administrations through cell phones 

and tablets. mHealth is a rising field which can possibly make medicinal services experts increasingly proficient, 

increment quiet fulfillment and decrease the social insurance cost. The general idea of mHealth incorporates 

medicinal applications. There are a few sorts of therapeutic applications, some are utilizing outer gadgets, for 

example, medicinal sensors, and some applications are utilizing cell phone assets, for example, the camera for 

the treatment of the patient. The utilization of mHealth applications among doctors and patients has developed 

essentially since the presentation of cell phones. Doctors can get to patients' information and medicinal learning 

at the purpose of consideration, and they can likewise screen understanding wellbeing through mHealth 

applications. The touchy idea of these applications' motivation and result of utilization – in connection to human 

wellbeing – force a few inquiries concerning their unwavering quality, specialist, and consistence to guidelines. 

Beside the utilitarian prerequisites, issues identified with non-useful necessities have additionally to be tended 

to, for example, the convenience of the applications by clients from various age gatherings. Specifically, it 

before long turned out to be certain that mHealth applications convey considerable dangers to the security of 

client's touchy restorative information just as their privacy. 

 

Designers of these applications are normally obscure, and clients are ignorant of how their information are being 

overseen and utilized. In mHealth, clients can undoubtedly upgrade the functionalities of their cell phones by 

associating them to outside gadgets, for example, therapeutic gadgets, sensors and charge card perusers. This 

presents numerous new dangers alongside the valuable applications in different spaces, including medicinal 

services data systems and retail. So as to ensure client information, framework assets (counting the system) and 

applications themselves, Android stage gives the accompanying additional security highlights: security at the 

OS level through the Linux piece's protected between procedure correspondence (IPC), application sandbox, 
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application marking, and the Android consent model. As of late, scientists have been effectively associated with 

the investigation of mHealth applications, specifically their security and privacy. There are various of types of 

SQL injections are discussed here, They are denoted as follows. 

 

String SQL Injection - This kind of injection is likewise alluded to as AND/OR Attack. The attacker inputs 

SQL tokens or strings to a contingent query statement that consistently assesses to a genuine statement. The 

fascinating issue with this sort of attack is that as opposed to returning just one line in a table, on the off chance 

that it is effective, it causes the majority of the lines in the database table focused by the query to be returned 

Numeric SQL Injection - This sort of Injection is semi like the above talked about. The fundamental contrast is 

that; here numeric qualities are utilized rather than strings. Thusly, the attacker would enter numeric qualities to 

a contingent query statement that would consistently assess to a genuine statement. 

Remarks Attack - This sort of attack exploits the inline remarking permitted by SQL - the malicious code and 

remarks whatever comes after the "- - " in the WHERE statement. The fact is that everything after the remark 

characters will be overlooked. Remarks Attack can be joined with either String or Numeric SQL Injection so it 

executes as a repetition which consistently assesses to a genuine statement 

Blind SQL Injection - In this kind of attack, valuable data for abusing the backend database is gathered by 

deriving from the answers of the page subsequent to scrutinizing the server some obvious/false questions. It is 

fundamentally the same as a typical SQL Injection However, when an attacker endeavors to misuse an 

application, as opposed to getting a helpful mistake message, they get a conventional page determined by the 

designer. This makes abusing a potential SQL Injection attack increasingly troublesome yet not feasible. An 

attacker can in any case gain admittance to delicate information by soliciting an arrangement from True and 

False inquiries through SQL statements. 

Timing Attacks - An attacker gathers data by watching the reaction time (conduct) of the database. Here the 

primary concern is to watch the reaction time that will assist the attacker with deciding astutely on the fitting 

injection approach. 

 

SQL Injection Attacks Structured Query Language (SQL) is a translated language utilized in database driven 

web applications. which assemble SQL statements that incorporate client provided information or content. On 

the off chance that this occurred in a risky way, at that point the web application become helpless to SQL 

Injection Attack for example at the point when client provided content isn't accurately approved then client can 

change malignant SQL statements and can execute aimless code on the objective machine or modify the 

substance of database. All together for a SQL Injection attack to occur, the defenseless site needs to legitimately 

incorporate client contribution inside a SQL statement. 

 

An attacker would then be able to embed a payload that will be incorporated as a major aspect of the SQL query 

and keep running against the database server. Kinds of SQL injection 

 Tautology-based SQL Injection 

 Piggy-backed Queries/Statement Injection 

 Union Query 

 Illegal/Logically Incorrect Queries 

 Inference 

 Stored Procedure Injection 

 

In a tautology-based attack, the code is infused utilizing the contingent OR administrator with the end goal that 

the query consistently assesses to TRUE. Tautology-based SQL injection attacks are generally sidestep client 

verification and concentrate information by embeddings a tautology in the WHERE statement of a SQL query. 

The query change the first condition into a tautology, causes every one of the columns in the database table are 

available to an unapproved client. An average SQL tautology has the structure "or ", where the correlation 

articulation utilizes at least one relational administrators to think about operands and produce an in every case 

genuine condition. The classification issue can be confined to thought of the two-class issue without loss of 

simplification. In this issue the objective is to isolate the two classes by a capacity which is actuated from 
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accessible models. The objective is to create a classifier that will function admirably on inconspicuous models, 

for example it sums up well. Here there are numerous conceivable direct classifiers that can isolate the 

information, yet there is one in particular that expands the edge (amplifies the separation among it and the 

closest information purpose of each class). This direct classifier is named the ideal isolating hyper plane. 

Naturally, we would anticipate that this limit should sum up well instead of the other potential limits. 

 

II. LITERATURE SURVEY 

 

Sherykhkanloo et al., proposes a new approach based on Artificial Intelligence (AI) and Neural system (NNs) 

for the detection of Structure Query Language Injection (SQLI) attack. The model incorporates three primary 

components of a URL generator, a URL classifier and a NN model. The URL generator and the URL classifier 

are so as to give required malicious and generous URLs for three periods of testing, Validating and preparing of 

the NN model [12]. Wang ET. al., [13] focusing on PHP arranged and Application SQL Vulnerability detection 

technique based on the Injection investigation innovation. This technique play out an itemized examination on 

the one time injection in the parts of information stream and program conduct based on the mix of static and 

dynamic investigation innovation. Its actualizes the SQL vulnerability detection algorithm based on Lexical 

highlights correlation. 

 

Bujaet. al., in [14] proposes a detection model for detecting and perceiving the web vulnerability and 

furthermore creates a report with respect to the vulnerability level of the web application. The proposed model is 

based on the fundamental detection module. The fundamental detection module procedure is executed by 

utilizing the Boyer Moore string. During the time spent proposed model initially, embeddings the info string and 

furthermore fundamental detection module based on Boyer Moore string coordinating algorithms with four 

board reference models, which comprises the crawler board, parameter testing board, misuse board and report 

board. The work by Bockermann et al. utilized tree parts to empower them to misuse the structure of the SQL 

syntax [15]. In this paper, they demonstrated the benefit of utilizing a reasonable AI strategy for the job needing 

to be done. 

 

Osuna and Girosi [16] exhibited two methodologies for diminishing the quantity of support vectors. One 

methodology is to estimated the SVM's choice capacity utilizing SVM regressor and the other is to comprehend 

a basic reformulation of the SVM enhancement issue. Downs et al. [17] proposed a way to deal with dispose of 

superfluous support vectors utilizing straight reliance, keeping the SVM choice capacity unaltered. As indicated 

by Elshazly, K.[18], at the outset web applications manufactured utilizing just a language called HTML. In 

ensuing improvements, various contents and items were created to expand HTML abilities, for example, PHP 

and ASP on contents and applets on articles. 

 

Bertino et al. [19] proposed profiling of database applications by encoding ordinary queries as a piece example 

and producing principle sets by association guideline mining, deviations from which are detected as attacks. 

Kemalis and Tzouramanis [20] created SQL-IDS which produces details for ordinary queries characterizing 

their expected structure and utilizes approval at runtime to distinguish oddities. These methodologies require 

reconstructing the profile and details at whatever point the application is refreshed. Liu et al. [21] structured 

SQLProb which powerfully removes client contributions by pairwise arrangement and looks at the parse trees, 

in this manner it has high time multifaceted nature. 

 

Zhang et al. [22] proposed TransSQL which keeps up a copy of the database in Lightweight Directory Access 

Protocol (LDAP) structure. Runtime queries are consequently converted into LDAP demands and the outcomes 

from SQL database and LDAP are contrasted with recognize attacks. The methodology is impracticable in light 

of the fact that each query is executed twice, and the LDAP database must be kept synchronized with the SQL 

database. Low et al. [23] created DIDAFIT which fingerprints authentic SQL queries with conservative standard 

articulations during ordinary use, against which runtime queries are coordinated. The methodology requires 

revamping the typical utilize model at whatever point the web application is changed. Wei et al. [24] proposed a 

method for averting SQLIA focused on explicitly on put away procedures. The strategy consolidates static 
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investigation of put away procedures and instrumenting them for runtime approval, hence requires source code 

get to. Kim and Lee [25] proposed an information mining based methodology utilizing the interior query trees 

from the database server. This methodology is pertinent just to PostgreSQL database in light of the fact that 

other well known database servers don't give access to the inside created query trees. Boyd and Keromytis [26] 

created SQLRand which attaches an irregular key to each SQL watchword in the application code, and an 

intermediary server between the application and database de-randomizes them into ordinary SQL queries. The 

arrangement requires alteration of source code and parsing of randomized queries at the intermediary. It is 

verified until the irregular key is obscure to attackers. 

 

Vigna et al. [27] proposed consolidating a HTTP turn around intermediary and an oddity identifier at the 

database level for lessening detection mistakes. Le et al. [28] planned DoubleGuard based on a comparative 

methodology comprising of an IDS at the web server and another at the back-end database. Pinzón et al. [29] 

proposed idMAS-SQL, a progressive multi-operator framework checking at different layers. These 

methodologies yield better accuracy at the expense of higher preparing overhead, and are hard to convey, train 

and keep up. Inyong Lee et. al. said that SQL injection or SQL insertion attack is a code injection procedure that 

endeavors a security vulnerability happening in the database layer of an application and an administration. This 

is frequently found inside website pages with dynamic substance. This paper proposes a basic and powerful 

detection strategy for SQL injection attacks. The technique expels the estimation of a SQL query quality of site 

pages when parameters are submitted and after that contrasts it and a foreordained one. This technique uses 

joined static and dynamic investigation. The examinations demonstrate that the proposed technique is 

exceptionally compelling and straightforward than some other strategies. [30] 

 

AMNESIA [31] is a SQL injection detection and counteractive action framework which consolidates static 

investigation and run-time checking. It utilizes a model-based way to deal with distinguish illegal queries. 

Regardless, it requires web application's source code checking on. In SQLrand [32] rather than ordinary SQL 

watchwords engineers make queries utilizing randomized directions. In this methodology an intermediary 

channel captures queries to the database and de-randomizes the catchphrases. By utilizing the randomized 

guidance set, attacker's infused code couldn't have been developed. As it utilizes a mystery key to adjust 

directions, security of the methodology is reliant on attacker capacity to hold onto the key. It requires the mix of 

an intermediary for the database in the framework as equivalent to engineer preparing. 

 

Ivan Ristic [33], is an open source arrangement based on mark attack detection. ModSecurity is broadly utilized 

and has medium exhibitions. However, this framework is firmly identified with certain kinds of web servers and 

it just investigations POST queries so as to maintain a strategic distance from execution decay. Furthermore, the 

guidelines formalism is extremely mind boggling which requires a high mastery in H. 

Problem identification: 

 When the string examination brings about a SQL query model that is excessively traditionalist and 

incorporates false queries (for example queries that couldn't be created by the application) that happen to 

coordinate an attack. 

 When an authentic query happens to have the equivalent" SQL structure" of an attack. For instance, if a 

designer adds conditions to a query from inside a circle, an attacker who embeds an extra state of a similar 

sort would create a query that does not disregard the SQL-query model. 

In our exploration we have utilized a one of a kind idea of decide the SQL-injection attack utilizing SVM-

BT(support Vector Machine).classification of Suspecious query is finished by breaking down the datasets of 

Original query and suspicious query. orders learns the dataset and as indicated by learning procedure ,it arranges 

the queries. Fitting classification happens in our framework as a result of best learning approaches and by 

planning concerns 

 

III. PROPOSED METHODOLOGY 

 

The proposed technique is a half and half way to deal with inserting SVM in twofold Tree (SVM-BT) for pre-

pruning the tree while doing the classification. This subsequent cross breed framework is classified as implanted 
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half breed framework where the advances partaking are coordinated in such a way, that they give off an 

impression of being between twined. The proposed model is like the traditional recursive dividing plans, then 

again, actually the leaf nodes made are Support Vector Machine categorizers rather than nodes anticipating a 

solitary class. Root hub of the choice tree is chosen based on a picked limit estimation of the constant 

characteristic. For this the standard entropy minimization system is utilized. 

 

 
 

Figure-1 System architecture of the proposed model to classify the normal and abnormal queries 

 

3.1 SQL injection 

Information driven sites are powerless against SQL Injection attack where database is a black box in three level 

structures. In this engineering SQL statements are created because of HTTP demands. These HTTP  solicitation 

may contain parameters that are utilized by attackers to deliver a query of their enthusiasm to have illegal access 

to the database. Static examination breaks down the SQL query sentences of web applications to recognize and 

forestall SQL injection attacks. It additionally requires reworking of web applications. The focal point of the 

static examination method is to approve the client information type so as to decrease the odds of SQL injection  

attacks as opposed to distinguish them. JDBC Checker utilizes the Java String Analysis (JSA) library to approve 

the client information type progressively and forestall SQL injection attacks. Be that as it may, if malicious 

information has the right kind or syntax, it can't ensure against the SQL injection attack. Likewise, the JSA 

library just supports the Java programming language. 

 

3.2 Detection Method 

In this system detection of peculiarities of clients' practices is to set up an ordinary practices method of lawful 

clients, by examination with their records to distinguish their variation from the norm: if the present conduct of 

the lawful client goes amiss incredibly from its history, it is viewed as that an irregularity has happened, which 

implies that the client has played out an unapproved activity, or it might be that other lawful clients or outside 

intruders (illegal clients) imitate the genuine client in the framework. In the detection of DDOS attack of the 

Web application layer, contrasted and ordinary clients, the attack stream from attackers as a rule has the 

accompanying qualities: 1) in the regard of the server, the recurrence of the attacker's perusing conduct is a lot 

bigger than that of the typical clients. 2) The solicitation grouping of the attack stream is not the same as the 

ordinary clients' solicitation succession, which contains the distinction in substance and request. Query tree can 

be utilized to avert the SQL injection attacks.  Framework utilizes the Postgres SQL database to create the query 

tree of the SQL statements. The query tree can be gotten the query trees by utilizing following directions in the 
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psql order line mediator: SET debug_print_plan = on; SET client_min_messages = debug1; The query trees get 

put away in the log records of the postgres SQL database. The query and its tree can be physically embedded by 

the client. To decrease the time the dataset has been created for the ordinary query trees and the malicious query 

trees. 

 

The submitted query and the prepared query are looked at by utilizing the vectors in the train.arff and test.arff 

and the outcomes are appeared. SVM classification is finished by utilizing SMO and direct bit. The highlights of 

entered query and query tree are contrasted and the prepared dataset. Producing caution and checking client as 

malicious client: As the client enters query to recover the information from the database the query tree is 

contrasted and the prepared dataset by utilizing SVM and the client is set apart as malicious client if the 

submitted query is malicious query. A rundown for the malicious clients is kept in the database with the query 

entered and time stamp. 

If admin=1,2,3,4 

User: xxx 

Password: yyy 

Type of injection: and, or, string, numeric, comments 

 

Attack type         y 

 

FQ         Fixed query for web application 

 

DQ         Dynamic query for web application 

Input: Query  user generation 

 

               Db  static list with stored SQL injection 

DB= d1,d2,d3….dn 

d1:select user where id1=’admin1/user1 (xxx) and p/w=(yyy) 

D2:select user where id2=’admin1/user2 (xxx) and p/w=(yyy) 

N=Total fixed queries in database (db) 

If [db(string, union, numeric, comment)]==null 

Calculate the anomaly score (AS) 

𝐴𝑆 =  
𝑚𝑎𝑡𝑐ℎ𝑖𝑛𝑔 𝑣𝑎𝑙𝑢𝑒 (𝑞𝑢𝑒𝑟𝑦)

𝑆𝑡𝑟𝑖𝑛𝑔 𝑙𝑒𝑛𝑔𝑡ℎ
∗ 100 

 

If (AS ≥ threshold) 

Then go to classification 

Abn is abnormal 

Nm is normal 

Return by giving indicaiton alarm to administrator 

Else 

Result= normal 

else if 

Result= abnormal 

end if 

 

3.3 Classification Process 

Expecting that the space district where the two classes of tests are situated in R, SVM-BT first isolates R into 

two sub-locales R1 and R2. At that point, it recursively separates each sub-locale by rehashing this process until 

the stop condition gets fulfilled. In the event that the stop condition is fulfilled for sub-locale, at that point the 

division of this region is finished. In like manner a choice hub is produced. With the size of the problem 

diminished, the algorithm is in the long run uniting. A hub in the paired pursuit tree is related to a worth key 

Value and a vector (of measurement k) used to check the qualities that experience that hub. This vector class 
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Totals[k] contains the tallies of models which worth is key Value and class marked with k. A hub oversees left 

and right pointers for its left and right youngster, where its left tyke relates to ≤key Value, while its correct tyke 

compares to >key Value. To get the best split point, each numerical characteristic deals with a head pointer. At 

the point when an attacker can change a SQL statement, the statement will execute with indistinguishable rights 

from the application client; when utilizing the SQL server to execute directions that cooperate with the working 

framework, the process will keep running with indistinguishable consents from the segment that executed the 

order (e.g., database server, application server, or Web server). 

 

A classification task typically incorporates with planning and testing data which include certain data events. 

Every model in the arrangement set contains one "target esteem" (class names) and a couple of "attributes" 

(features). SVM-BT goal is to predict the data instance target value in testing set which is given by the attributes 

only. Create the training set 

 SQL Query string as input 

 To create a model Feed the training set into the SVM-BT Train process 

 Now we are prepared to make forecast made by Classifier made in training process 

 Using SVM-BT classifier Now we can arrange the Model 

 Through Labeled result it will give the precision of our calculation. 

 Repeat input the SQL query string to marked yield till the right classification precision is accomplished. 

 

IV. PERFORMANCE ANALYSIS 

 

The classification accuracy rate is measured by the dataset in the proposed system. For instances, the two classes 

having the classification dilemma namely positive as well as negative, there are four possibilities in single 

prediction. In classification accuracy have true positive rate (TP) as well as true negative rate (TN).A False 

Positive (FP) happens when the result is incorrectly anticipated as positive when it is truly negative. A False 

Negative (FN) happens when the result is mistakenly anticipated as negative when it is really positive. 

1. Accuracy – It is measured as total number records which is correctly classified by the classifier. 

 
2. Classification Error – Dataset which is misclassified accurately from classified records. 

3. True Positive Rate (TP): It is accurately predicted by the classification model which is number of 

positively predicted. 

4. False Positive Rate (FP): It is accurately predict the negative which is inaccurately predicted by the 

classification model. 

5. Precision -   is retrieve the  fraction  of instanceswhich is correlated. 

 
6. Recall- is the fraction of correlated instances which is Retrieved. 

 
 

Table-1 Comparison table for existing and proposed system 

 

Parameters SVM classification Proposed Classification 

Accuracy 85 92.3 

Precision 83.4 91 

Recall 81.5 89 

 

 

AnSQLi attack which is classified mistakenly that is false negative of legitimate content and the legitimate 

content mistakenly classified is false positive. In this model, false negative cost is better than false positive cost. 

Certainly, The legitimate request analyzing is wasting time which is more acceptable when the malicious code is 
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passing to the Web application. By using query tree and the SVM classification is used to detect the user 

behavior in the proposed system. The malicious user entered the query then the user is malicious one the alert 

message is transfer to the admin. Then the database will save for the data future purpose which is requested. 

Based on timestamp the user is classified which one is malicious. Fig 3 and 4 indicates the signup process and 

its successful registration under healthcare application to access the particular dataset. Fig 5 and 6 shows the 

prevention of malicious SQL injection to access the dataset and it is efficiently prevented by using our proposed 

technique. Fig 7 and 8 indicates the invalid accessing of healthcare database system. 

 

 
Figure-2 Home page 

 
Figure-3 signup process 

 

 
Figure-4Succesful registration 
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Figure-5 Login page –Prevent Sql injection 

 
Figure-6 SVM Prevent the sql injection 

 
Figure-7 Health care Management 

 
Figure 8- Healthcare dataset 

 
Figure 9 Banking management 
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Figure 10 Banking dataset 

 
Figure 11-Employee management 

 

 



Integrated Intelligent Research (IIR)               International Journal of Data Mining Techniques and Applications 

Volume: 08, Issue: 01, June 2019, Page No.7-21 

ISSN: 2278-2419 

18 

 
 

 
Figure 16 Performance in banking sector 

 

 
Figure 17 Performance in finance sector 
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Figure 18-Performance in employee sector 

 

Fig 9 and 10 indicates the invalid access of banking database system. Fig 13 and 14 indicates the invalid access 

of finance database system. Figure-15,16,17,18 shows the performance of proposed SVM classification in 

graphical form. It gives the accuracy, precision and recall comparison using SVM technique. 

 

V. CONCLUSION 

 

In this paper we have displayed a novel strategy to forestall SQL injection attacks by an effective classification 

plan to change over SQL inquiries into their auxiliary structure and after that applying half breed tree technique 

for each lawful query gathered during typical use. At run-time, hash key for each powerful query is produced in 

a similar way and coordinated against the recently put away hash keys to forestall SQL injection attacks. This 

methodology limits the size of the authentic query storehouse and encourages quick and productive looking at 

run-time utilizing an essential list. Our trial results demonstrate that this methodology can successfully 

counteract a wide range of SQL injection attacks. 
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